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© 1 Nguy co, méi de doa, 18 héng:

@ Muc tiéu clha cidc moi de doa

@ Cic loai moi de doa cho hé thong
e 2. C4c cudc thn cong doc hai:
© 3. Céc phdn mém déc hai:

© 4. Céc loai tin céng chung:

© 5. Bien phép dbi phé:
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Nguy cd, mdi de doa, 18 héng

Nguy co, de doa va 18 h8ng ludn di chung véi nhau.

+ Nguy co: thi gi dé té c6 thé xdy ra.

+ De doa: hanh dong gy nguy hiém cho hé théng va tai nguyén.

+ L& héng: c6 thé bj khai thic tir 1 tic nhan de doa nio dé.

Khéng thé loai bd nguy c6 nhung cé thé ngin ngira cic 15 hdng bdo mat.
Chia khéa dé bao v& tai nguyén khéi cic nguy co ciia cude thn cong 13 loai
b hodc danh diu cic 18 hdng cang nhidu cang tét.

Cé thé tim ra nhiéu méi de doa ciing nhu 15 hdng bdo mat trong cac tai
nguyén co s ha tang IT. Bang sau liét ké mdt sb 18i chung thudng x3y ra
khi st dung cac co s6 ha ting IT dusi day.
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Co s& ha ting Muc tiéu

Con nguén - Vi pham chinh sach sit dung.
May tram - Cac 18 héng trén may tram, laptop, smart phone. Diy chinh 13 diém
mau chét d& truy cép vao hé théng.
LAN - Kién tric quan Iy diéu tiét trong server, IP dang nhip.
LAN to WAN - Truy cdp cic tai liéu hé théng mang tir bén ngoai.
- Quing cio phin mém déc hai
- Mt lwot truy cdp do mét két ndi Internet
WAN - Truyén dit liéu khong duwoec mi hoa
- Cac cuéc tin cong nac danh
- Tan céng tir chéi dich vu
- L& héng trong phin mém

Quyéntruy ciptirxa - T4n céng Brute - Force & truy cip vao dit liéu riéng tir
- Truy cdp trai phép vio nguén
- Ro ri di¥ ligu hoic mat thiét b Tuu tri
Hé théng / Ung dung | - St dung cac phén cimg va phin mém trai phép
- L& héng trong hé diéu hanh hoic phin mém
- Ré 1 dit liéu do 161 hoic thién tai
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Nguy cd, mdi de doa, 18 héng

Céc mbi de doa phé bién

Phin mém déc hai.

L3i phan ciing hoic phan mém.
Thn cdng tir ndi bd bén trong.
M4t cip thiét bi.

Thn cdng tir bén ngoai.

Thién tai.

Gian diép.

Khiing bb.
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Céac loai de doa cho hé théng

Mbi de doa tiét 16 théng tin

Tiét 16 x3y ra bat c khi ndo ngudi dung trai phép truy cap thdng tin c3
nhan hodc bi mat dugc luu trit trén tai nguyén mang hodc trong khi né
dang truyén tai giita cic tai nguyén mang. . Hai k¥ thut sau dugc ké tan
cdng st dung trai phép c6 dugc hodc sita déi dit liéu:
@ Sabotage (Pha hoai ngdm): Ph4 hiy tai sdn ho3c can trd nhiing hoat
dong binh thudng.
o Espionage (Gian diép): I3 hanh déng do tham d€ cé dugc théng tin bi
mat, dién hinh 13 dé& h& trg cho qubc gia khac.

| \

M&i de doa thay d&i théng tin

Vi pham tinh toan ven thong tin. Kiéu tan céng nay 1am hai hé théng
b5ng cach thuc hién cac thay déi trai phép dit liéu trén moét hé thong do
cb y hodc vd y. Thay déi c6 chi ¥ thudng |3 doc hai.
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- M&i de doa tir chdi va pha hay

o Céc mbi de doa tir chéi hodc phd hiy lam cho tai san hodc tai nguyén
khong cé s3n hodc khong thé sir dung duac.

@ Vi pham nguyén ly s8n cé clia bdo m4at thong tin.

o Mot cudc thn cong tir ch\éi hodc pha hiy thanh cong khi né ngan
ng~u<‘5i dung dugc Gy quyén truy cip tai nguyén tam thoi hodc vinh
vién.

o Thn cong DoS 13 mét vi du v& mbi de doa tir chbi hodc pha hay.
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Tan cdng khai thac 16 héng

Céac cudc tin cong c6 thé bao gdm ca 4 phuong thic sau:
(1] Gié mao: tao ra mét s6 manh khée dé ngudi dung khdng nghi ngs hé
thong da bi tan cong.
@ Chan théng tin:7 Lién quan dén viéc nghe 1én céc truyén va chuyén
hudng chiing dé sit dung trai phép.
© Gian doan théng tin: Gay ra su gian doan trong mét kénh truyén
thong, ngan chan viéc truyén dit liéu.
© Thay d&i théng tin: thay d&i dif lidu c6 trong cic dudng truyén holc
tap tin.
2 nhém thn céng:
© Thn cbng nh3m thay déi cic dit liéu.

@ Tan céng nham nghe 1én va theo doi cic dit liéu.
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Cac tan coéng déc hai

Birthday attacks:

o Thn céng Ngay sinh 13 mdt loai tn c6ng mat m3 dua trén su khai
thac van dé Ngay sinh (Birthday problem)- mét hién tugng xac suat
tao ra nghich ly doi v6i cdm gidc cla con ngudi, do vdy con dudc goi

I3 “Nghich Iy Ngay sinh”(Birthday paradox). Ap dung I thuyét xac
suit thong k&, gia sir trong 1 phong cé 23 ngudi ngiu nhién, xac suit
c6 ft nhit 2 ngudi tring ngay sinh 13 50%.

o Cong thic tdng quat dé tinh xic sult c6 it nhit 2 ngudi tring ngdy
sinh trong n ngudi ngiu nhién:

pfn):l—L
365"(365—n)!

@ V&i n = 70 ngudi nglu nhién, p(n) 99%, nghia I3 gdn nhu chic
chin trong 70 ngudi ngdu nhién cé 2 ngudi triing ngay sinh.
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Cac tan coéng déc hai

o Ké thn cdng sé thit cic mat khau khac nhau tréen mét hé théng cho
dén khi thanh cong.

o Kiéu tin cdng nay khong cé ky nang hay su 1én lGt chi dung vii luc
ma cudi cling pha vé ma.

@ VGi may tinh quy md Ién ngay nay, cé thé thir hang triéu két hop mat
khau trong mét khoang thdi gian ngin. Néu da thsi gian va da may
tinh, c6 thé bé khda hiu hét cic thuit toan..
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Cac tan coéng déc hai

Dictionary password attacks

o L3 mét cude tin cdng don gidn dya vao ngudi ding thuc hién céc lya
chon mat khau kém. Chuong trinh bé khéa mat khau don gian s& l4y
tt c3 c4c tir trong tép tir dién va cb ging ding nhap bing cich nhap
ting muc tur dién 1am mat khau.

@ Mt chinh sich mat khau thuc thi mat khau phic tap 13 cich bio vé
t&t nhit dbi véi kidu thn cong tir dién mat khau. Ngudi ding nén tao
mat khau gdm mét t6 hop cac chif cii va sb vd mat khiu khéng dugc
bao gém b4t ky théng tin cd nhan nio vé ngudi ding.
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Cac tan coéng déc hai

IP Address Spoofing:

o Ki thuat nay 4p dung khi mét méy bén ngoai hé théng mubdn lién két
vao hé théng d6 ma khdng théng bio trudc. Méy tinh bén ngoai phai
gianh dugc 1 IP dé danh Iira hé théng. Khi d3 xam nhap thanh céng,
hacker c6 thé thuc hién tin cong tir chdi dich vu dé 1am may chd bj
nghén.
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Cac tan coéng déc hai

Ly mdt kiéu thn cong trong dé ké tin céng chiém quyén kiém soat phién
gitra hai mdy va gid mao 1a mét trong s6 chiing. C6 mot so loai Hijacking:

@ Man-in-the-middle hijacking: Ké tin céng st dung mdt chuong trinh
dé kiém soat két ndi bang cach gid mao nhu mdi dau cla két ndi.

o Browser/ URL hijacking: Chiém quyén diéu khién trinh duyét hodc
URL Ké tan céng cé thé st dung cudc tan cong nay dé lira ddo dé lua
ngudi dung cung cap thdng tin cd nhan nhu mat khiu.(Phising).

@ Session Hijacking: L3 hinh thic tAn c6ng vao phién lam viéc giita
client va server bing cach danh c3p cookie clia ngusi st dung sau khi
ho d3 qua budc xac thuc véi may chi sau dé sé chiém quyén diéu
khién cta phién lam viéc nay.
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Cac tan coéng déc hai

Replay Attacks:

e Thn cdng mang ludi trong dé cac thuc thé déc hai chan va l3p lai
viéc truyén tai mét dir liéu hgp I€ di vao trong mang lugi. Nha cé tinh
hop 1& clia dit liéu ban dau (thudng dén tir ngudi ding da dugc cp
quyén), cac giao thiic bdo mat clia mang ludi sé xi Iy vu viéc tin céng
nay chi gibng nhu mét hinh thdc truyén tai di liéu théng thudng. Do
cac tép tin ban diu d3 bi ngin chin va dugc truyén tai lai nguyén
vin nén hacker thuc hién vu tin cong s& khéng cin giai m3 ching.

v
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Cac tan coéng déc hai

Main in the middle:

@ Hanh dong xen gilra cuoc giao tiép glu’a 2 thiét bi ma chiing khéng hé
biét. 2 thiét bj cho ring dang giao tiép trong mdi trudng riéng tu,
nhung thuc ra cac trao déi giita 2 bén lai bi bén thi 3 nghe Ién va
thu thap dudc. Trong kiéu tin céng ndy, k& thn céng chin tin nhin
gitta hai bén trudc khi chuyén chiing dén dich du dinh.

Alice Mallory Bob

CaSnd
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Cac tan coéng déc hai

Masquerading:

@ May tinh va ngudi dung gia v& la mét mdy tinh hodc ngudi dung khac.

o Céc cudc thn cdng gia trang thudng bao gdbm mdt trong cic hinh thiic
tan céng hoat dong khac, chang han nhu gid mao dia chi IP hoic
phat lai. Ké tin cdng cé thé ndm bit cic chudi xac thuc va sau dé
phéat lai chiing dé dang nhap lai vao mot ing dung hodc hé diéu hanh.

v
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Eavesdropping

Tao ra cac goi tin c6 dia chi IP gid mao khéng la dia chi may gdi géi tin J

Vuot qua cac kiém soat v& ngudn gbc dia chi IP. J

Phuc vu cdc mo6 hinh tan cong khiac.
@ Tan cdng vé phién Tan cbng Ve session.

@ Tan cong ki€u phan xa.

Gidi phap:
@ Khéng st dung xac thuc la dia chi IP.

o Phat hién cic bAt thudng vé két nbi Phét hién cac bat thudng vé két
noi mang.
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Cac tan coéng déc hai

Social Engineering:

o L3 ky thuat tic dong dén con ngudi, nhdm muc dich I3y ducc théng
tin hodc dat dugc mét muc dich mong muon.

o Dua trén nén tang I3 diém yéu tdm Iy, nhan thiic sai IAm cda con
ngudi vé viéc bdo mat théng tin, st dung su anh hudng va thuyét
phuc d& danh Ia ngudi dung nh3m khai thic cic théng tin ¢6 I6i cho
cudc thn cong, hoac thuyét phuc nan nhan thuc hién mét hanh dong
nao dé

o Tién hanh khai thac cic théi quen tu nhién clia ngudi dung, hon viéc
khai thac cic 18 héng b3o mat clia hé théng. Ngudi diing dugc trang
bi kém v& kién thic bdo mat s& 13 co s6 d& tin tic thuc hién thn cong.
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Cac tan coéng déc hai

Phreaking:

@ Phreaking la nghé thuat khai thac 18i va truc tric ton tai trong hé
théng dién thoai.

) Béng cach phreaking, nhitng ngudi nay cé thé thuc hién mdt cudc
goi dai mién phi hodc thdm chi 13 thuc hién cudc goi trén may cla
ngudi khac.

Luong Gia Han - 51403087 Tran Gia Théi - ! Seminar



Cac tan coéng déc hai

Phishing

o K& tin cong cb ging Ira nan nhan cung cAp théng tin cd nhan théng
qua email hodc tin nhin tic thdi.

o Théng diép hudng din nan nhan cung cip théng tin duoc yéu cau
hoac nhép vao mot lién két dugc cung cép trong tin nh3n nan nhan
clia mot trang web gid mao trong gidng hét véi chinh thic nhung
trén thuc t& thudc vé ké lira ddo. Théng tin ca nhan d3 nhip vao
trang web nay di truc tiép dén ké lira dao.
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Cac tan coéng déc hai

Pharming

o Mbt loai tin cong khic nhim tim cach 14y théng tin tai chinh c4
nhan hodc riéng tu thdong qua viéc gia mao tén mién.
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Phan mém dbc hai

Phreaking:

@ Phreaking la nghé thudt khai thac 18 va truc tric ton tai trong hé
thong dién thoai.

@ Bing céch phreaking, nhiing ngusi nay cé thé thyc hién mét cudce goi
dai mién phi hodc tham chi |13 thuc hién cubc goi trén mdy cla ngudi
khac.
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Phan mém dbc hai

Cuong trinh 13y nhiém:

@ Cb ging sao chép ban than sang cadc may tinh khac. Muc dich chinh
clGa né la dé thuc hién moét huéng dan tan cdng cha ké tan cdng vao
cac muc tiéu mdi. Bao gobm:Virues, worms

Cuong trinh 4n:

o Ngim ph4 hiy, thu thap théng tin trén thiét bi ma khéng dé bi phat
hién. Bao gom: Trojan horses,Rootkits, spyware.
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Phan mém dbc hai

Viruses

Chuong trinh thdm nhp vao may tinh va tu nhan 1én ma khéng cé tac
déng cla ngudi dung. Cé nhiéu loai virus khic nhau dua trén mdc dé pha
hoai va muc tiéu cha né.

Worms

| \

L3 mét dang két hop giita stc pha hoai, |y lan cta virus va tinh 4m tham
cla Trojan. 1 s6 cdc worm ton tai nhu 1 tép tin, s6 khic n3m trong bd
nhé may tinh.

Trojan Horses

| \

Trojan khéng tu nhan ban ducc.Bén ngoai tréng ¢ vé 13 phan mém c6 ich,
nhung né chi tao I6p & bén ngoai dé thAm nhap va pha hiy tir bén trong.
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Phan mém dbc hai

Rootkits

g
A A

L3 bién thé mdi cha phin mém déc hai, dugc thiét k& d& 4n minh va vuoct

qua dugc nhiéu phan mém bdo v&. Can cic phan mém di manh méi diét
dugc né.

Spyware

| \

Dugc déng géi nhu mét thanh phan an ctia phan mém mi&n phi hosc
phan mém chia sé cic chuong trinh ma ngudi diing tai xubng tir Internet,
tuong tu nhu Trojan. N6 ciing cé thé 13y lan thdng qua trao déi tap tin
ngang hang
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Cac loai tan cong phd bién

Tan cong vao tinh sdn sang

Lam 3anh hudng hoic té liét hoan toan cic hoat dong tuong tac giita hé
thong véi ngudi dung.

Tan cong vao con ngudi

Dénh vao su td md hodc ép ngudi dung phai tiét 16 thong tin hay nhip
vao 1 dudng link chiéra m3 déc nao d6 hay dc gti tir 1 mai khéng xac dinh.

Tén cbng vao hé théng IT

Xam nhap st dung tai nguyén trdi phép, stta hodc xéa cac dit liéu.
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Social Engineering Attacks

o Dudi day 13 tém tit v& cac cude tin cong ky thuit x3 hoi

° Auth/ority: S dung mét vi t/l’ll clia chinh quyén dé ép budc hosic
thuyét phuc mot cad nhén tiét 16 théng tin.

° Déng thuén / b??mg chiing xa hdi: Dua vao viéc ma moi ngudi khac
da va dang thuc hién.r?}ng né on hodc cé thé chép nhan.

o Dumpsters-diving: Tim kiém nhL”mvg /ménh gidy c6 thé chia dit lidu
nhay cam hosc dif liéu riéng tu dé 13y cdp danh tinh

o Hoaxes: Tao mét lira ddo hogc nhan thiic sai 13m dé khién mt c3
nhan lam diéu gi d6 hodc tiét 16 thong tin.

@ Impersonation: Gid v& la mét ngudi khac.

° thén gép:,Sfr dung khan cAp hoic rrjét tinh hubng cing thing khan
cap dé khién ai dé lam gi d6 hodc tiét 16 thong tin.

@ Vishing: Thuc hién mot cudc tin cdng Itra ddo qua dién thoai dé Iéy
théng tin cd nhan s dung su ép budc b5ng I6i ndi va thuyét phuc.
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Wireless network attacks

e Cic dang cha cubc tin c6ng mang khdng day:

Bluejacking: Chiém quyén kiém soat giita thiét bj Bluetooth va
smartphone.

o Bluesnarfing: Nghe lén thong tin giita cic thiét bi Bluetooth
@ Evil twin: Gid mao 1 mang muc tiéu nao dé, chuyén hudng thiét bi

mubn két ndi vao mang dé sang 1 noi chuan bj trudc va yéu ciu nhap
lai mat kh3u cla mang that, khi d6 sé chiém dc mat khau cla mang
that.

Jamming/interference: gti tan sb vo tuyén cling tan sb véi cac diém
truy cdp mang gdy nghé&n mang.

@ Impersonation: Gid vd [a mdt ngudi khac.
o Near field communication attack: NFC: xen giita giao tiép NFC giita 2

smartphone.

Packet sniffing: Bt cic géi IP khdi mang khdng day va phan tich
TCP / IP dif liéu géi bing cach st dung mdt cong cu nhu
Wireshark(®)..
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Web Aplication acttacks

° ThUC thi m3 tuy y / tir xa: Cé dugc quyen truy cap dic quyén hoic
quyén quan tri hé théng truy cap, ke thn cong c6 thé chay cac [énh
hodc thuc hién mot 1énh theo y mubdn trén didu khién hé thong tu xa.

o Bufferred overflow: C& ging day nhiéu dif liéu hon kha ning luu trit
dé thay déi hanh vi clia chuong trinh d3n dén cac hiéu iing khong
mubn hoic ghi de dia chi trd Vé.

o Cross-site scripting (XSS): Thém script vao mdy chl dng dung web
dé chuyén hudng tan cong trd lai may khac.

@ SQL Injection: Thém cac lénh sql dé I3y théng tin va dif liéu trong co
s6 dit liéu SQL phia back-end.

o Watering-hole attack: Léi kéo ngudi ding dén mét trang web thudng
truy cip trén d6 d3 dugc cai ma doc hoic phﬁ\n mém déc hai véi hy
vong ngudi diing sé& kich hoat tin céng véi mét cti nhip chudt khéng
biét.
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Bién phap ngan ngura

@ Tao mot chuong trinh gido duc (nhan thic bdo méat théng tin) dé
ngan ngudi dung khoi cai dit phan mém dbéc hai trén hé thong.

e Ding céc ban tin thudng xuyén vé cic vin dé vé phan mém ddc hai.
@ Khéng bao gio chuyén t&p tir mot ngudn khdng xac dinh hodc khéng
dang tin tri khi mdy tinh ¢c6 mot tién ich chong phan mém doc hai

dugc cai dat.
o Cai dit phan mém chéng phan mém déc hai, ddm bao phan mém va
dit liéu hién tai va lén lich quét phan mém doéc hai thudng xuyén.

@ Sir dung quy trinh xac thuc va ding nhip an toan.
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Cac bién phap ngan ngua

o Mot sb phan mém anti malware: BitDefender, Kaspersky Anti-Virus,
Webroot Antivirus, Norton Antivirus,. ..

@ B3o vé hé thbng vdi tudng Itra: C6 rht nhidu gidi phap tudng Ira c6
sdn. C4c nha cung cap tudng Ira n6i bat bao gém: Palo Alto
Networks, Cisco System, SonicWALL,. ..
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The End
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